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ABSTRACT 



A switch in an asynchronous transfer mode system utilizes 
an early pacbet discard (EPD) scheme and discards all but 
the CDd-of -packet cell of packets that are expected to prevent 
other partially transmitted packets from being transmitted 
through the switch. The switch also utilizes an integrated tail 
packet discard (I-TPD) scheme and, once a cell of a packet 
has been discarded for any reason, discards all of the 
remaining cells of the packet except the end-of-packct cclL 
Each of the EPD and the I-TPD schemes retain the last cell 
of a packet in order to maintain packet boundaries. Further, 
they each set the loss-priority of the end-of-packct cell to 
high, to increase the likelihood that the cell will be trans- 
mitted through the remaining switches in the route to the 
station to which the packet is directed. When the end-of- 
packct cell is received, the switch retains the cell unless its 
maximum queue limit is exceeded, and resets any associated 
early or tail packet discard flag. When the beginning of the 
next packet is received, the switch checks its queue length 
against an associated queue limit and against a CLP and an 
EPD threshold to determine whether or not to retain the celL 
If the cell is discarded, the switch invokes, as appropriate, 
either the EPD or I-TPD and thereafter discards cells of the 
same packet It invokes EPD when the queue limit exceeds 
the EPD threshold, and invokes I-TPD if it discards diis or 
any cell when (a) it is policing a usage or netwcai: parameter 
control violation, (b) its associated queue exceeds an appli- 
cable queue limit, or (c) it selectively discards low-priority 
cells. 

24 Claims, 8 Drawing Sheets 
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EARLY AND INTEGRATED TAIL PACKET 
DISCARD SYSTEM 

FIELD OF THE INVENTION 

This invention relates generally to asynchronous transfer 
mode systems and more particularly, to such systems that 
selectively control the discarding of infonnadon. 

BACKGROUND OF THE INVENTION 

Asynchronous transfer mode (ATM) systems transmit 
data over a network as a plurality of fixed-length units, or 
cells. The individual transmissions typically include one or 
moare cells that constitute a portion of the much larger, 
variable-length packets that are utilized by end systems or 
^plications. Thus, before transmission a source station 
segments a packet into a number of cells. For exan^le, the 
source station segments an FDDI packet of 4500 bytes into 
over 90 cells. It then transmits the cells in a number of 
multiple-cell firames or bursts. A destination station, after 
receiving all the cells associated with a packet in a plurality 
of transmissions, reassembles the cells into the packet and 
provides the packet to the end system or ai^cation. tf 
portions of the packet that is, one or more of the cells, are 
dropped during transmission, the packet is corrupted and the 
remaining cells are generally useless to the end system or 
plication. 

With a connection-oriented ATM that uses ATM adapta- 
tion layer 5 (AAL5), the system establishes, between the 
source station and the destination station, a particular route 
Off ^Virtual circuit** over which the cells arc to travel. The 
soiurce station transmits the cells, in order, over the virtual 
circuit and the cells arrive at the destination station in the 
same order. Cells from other packets tfiat are traveling ovct 
a different intersecting virtual circuit are typically inter- 
leaved with the cells, and thus, alter their time but not their 
order of arrival at the destination station. The destination 
station de-intcrleaves the cells based on included virtual 
circuit information before it reassembles them into the 
associated packets. Accordingly, only cells routed over 
different virtual circuits may be interleaved when AAL5 is 
used. HAALVa is used, multiple packets, and ttius. ccUs. can 
be interleaved over a single virtual circuit These packets 
will, however, include different message identifier values, 
which a destination uses to de-Interleave them. 

Problems arise when the netwOTk becomes congested and 
intermediate routers or switches (refen-ed to herein generally 
as switches) do not have sufficient buffer ci^>adty to handle 
incoming traffic. Known prior switches discard incoming 
cells when their buffers are fuU. llien. as soon as there is 
sufficient buffer space available, they again retain the incom- 
ing cells. Accordingly, they may discard a portion of a 
packet and retain the preceding and succeeding portions, or 
fragments, of the packet These essentially useless packet 
fragments continue to travel over the network, taking up 
network resources. Further, the buffer switch capacity 
devoted to these packet fragments is then unavailable to the 
cells of complete, or '^good.** packets. Also, if the packet 
requires a reliable tran^rt service, the incomplete packets 
must be retransmitted. These retransmitted packets then add 
to the network congestion. 

Problems similar to those encountered during congestion 
arise when the switches arc used to police usage parameter 
control (UPQ or network parameter control (NPC) viola- 
tions. These violations occur when a user attenopts to utilize 
more bandwidth then he or she is entitled to under the terms 
of his or her service contract or under the network policies. 
The service provider may enforce the UPC or NPC by 
requiring that the switches discard those cells that are in 
violation. Accordingly, the switch that introduces the packet 



to the network and typically the switches at the network 
boundaries chedc for the UPONPC violations and. as 
necessary, discard the violating cells on a pcr-connection 
basis. This means that at various points along the route the 

3 cells from any number of packets may be discarded either 
before or after other cells from the same packets are trans- 
mitted. The result is the transmissioD of packet fragments, 
which take up network resources that may instead be 
devoted to the cells of complete packets. 

2Q In some ai^lications. such as video transmissions, certain 
cells are less in^rtant than other cells to an end system or 
application. For example, in MPEG applications or in sub- 
band video coding applications, the cells chat include the 
image information are more in^rtant than the cells that 
contain information for fine tuning the image. The trans- 
mission is still usable even if a congested switch discards 
one or more of the cells that contain the fine-tuning infor- 
mation. The end result is that the quality of the image is not 
as good. 

In ATM each cell contains a header that includes a cell 
^ loss priority, or CLP, bit that a user or a network node may 
set to 1 to indicate that the cell has a "low loss-priority.*' The 
low priority cells are the first cells to be discarded by a 
switdi that is performing the congestion avoidance tech- 
nique of CLP-selective discarding. Using CLP-selective 
25 discarding, a switch that is l)ccoming congested discards the 
cells with low loss-priority, and retains those with high 
loss-priority. In the MPEG applications, for example, the 
user may set the CLP bits to I in the cells tiiat contain the 
fine tuning information. Thereafter, when a switch performs 
30 CLP-selective discarding, it may selectively discard these 
low loss-priority cells, to save room in its buffers for the 
hi^cr priority image-information cells. This CLP-selective 
discarding does not adversely affect the end system or 
application, as long as the only cells that are discarded are 
those that contain incidental information, such as the MI^G 
tine tuning information. 

Problems arise, however, if the CLP bit may be set by 
intermediate switches, such as those switches that arc polic- 
ing the UPC or NPC violations. If. for example, the service 
^ provider determines that the violating cells should be 
"tagged** before being discarded, die switch policing the 
violations sets the CLP bit to 1 in each of the violating cells. 
This indicates that these cells now have low priority. If these 
tagged cells are again found to be in violation of the 
UPC/NPC, they may be discarded. Thereafter, tagged cells 
that conform to the UPC/NPC arc retained and further 
transmitted. This may result in fragments of the associated 
packet being sent over the netwca-k. 

The tagged cells may also be discarded by a switch that 
Is performing CLP-sclectivc discarding. The selective 
^ discarding, like the UPC/NPC violation discarding, may 
thus result in the fragmenting of the associated packets. 

There is a need for a mechanism that discards cells in a 
way that minimizes packet fragmentation. If fragmentation 
is unavoidable, the mechanism should discard as many of 
55 the fragments as possible, to maximize the network 
resources available for the transmission of complete packets. 

SUMMARY OF THE INVENTION 

The invention is an ATM system that utilizes at its 
^ switches an early packet discard (EPD) scheme and an 
integrated tail packet discard (I-TPD) scheme that maximize 
the number of complete and/or usable packets transmitted 
over the network. When a switch that is operating in 
accordance with the EPD mechanism receives a first cell of 
65 a packet, it d<^enmnes whether or not the entire packet wUl 
likely be transmitted through the switch. It thus checks the 
buffer queue associated with the ou^ut port that is part of 



35 
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the virtual circuit identified in the cdl and dctcrmiBCS if the 
queue, or more spedficaiiy. the queue occupancy, exceeds a 
prcdctcnniDcd EPD buffer threshold If the Icngtii of the 
queue does not exceed the threshold, the switch retains the 
cell in its buffer. Thereafter, as long as there is sufficient 3 
buffer space available, that is. as long as the output port 
queue has not reached its queue limit the switch retains the 
remaining cells of the packet, regardless of whether or not 
the associated output port queue exceeds the EPD buffer 
threshold. In this way the switdi avoids fragmenting the 
packet 

As discussed In more detail below, the EPD buffer thresh- 
old may be based on a service class per port queue limit, a 
virtual connection queue limit, or a two tier ttireshold, in 
which the connection threshold is checked only if the service 

class tfircshold is exceeded. 

If the output port queue exceeds the EPD buffer threshold 
when the first cell of the packet is received, the switch 
discards tiie cell. It then discards every other cell associated 
with the same packet, except the cnd-of-packct (EOP) cell. ^ 
which it retains, if possible, to maintain packet boundaries. 
The switch thus discards all of the cells it receives ova- the 
virtual circuit diat is identified in the discarded cell until it 
receives the EOP cell. 

Using the EPD scheme, the switch pre-en^s packets that 
are not likely to be transmitted in *eir entirety through the 
switch. It thus saves buffer space for the cells of the packets 
that have already beea partially transmitted through the 
switch. By retaining ttic EOP cell the switch maintains 
packet boundaries, so that the remaining switches in the 
virtual circuit can determine the end of the previous packet ^ 
and the beginning of the succeeding packet 

The I-TPD is used by the switch to ensure that if one cell 
of a packet is discarded, for any reason, the remaining cells 
of the packet are also discarded The I-TPD mechanism, like 
the EPD mechanism, retains die EOP cell to maintain packet 35 

boundaries. 

The switches also control the introduction of packets to 
die network and the selective discarding of packets based 
• respectively, on the usage parameter controls (UPC) or 
network parameter controls (NPQ and various buffer ao 
thresholds, as discussed in more detail below. Briefly, the 
switch, if appropriate, determines whrther a cell is in 
violation of the UPC or NPC. If a cell is in violation, the 
switch may, depending on the uscr*s contract with die 
network service provider or the network guidelines, (i) 43 
transmit the cell and charge the user a premium; (u) **tag," 
the cell, that is, lower the cell-loss-priority (CLP) of the cell 
and then transmit it; (iii) delay the cell and then transmit it; 
or (iv) discard the cell 

If the cell is not discarded for violating die UPC or NPC, ^ 
the switch determines if the output port included in the 
associated virtual circuit has available to it sufficient buffer 
capacity to hold the cell. The switch thus compares the 
length of the output port queue with the appropriate queue 
limit as discussed in more detail below. If the limit is 
exceeded the switch discards the cell 

Assuming the switch is operating in its CLP-sclcctive 
discarding mode and the cell has not yrt been discarded the 
switch next drtcnnincs if the cell has a low loss-priority, that 
is, if the cell's (XPbit is set to 1, and also, if the output port 
queue has reached a low-CLP buffer threshold If so, the «> 
switch discards the cell. Otherwise, the switch retains toe 
cell, as long as the EPD flag or, as discussed below, an I-TPD 
flag is not set 

Each time a ceU is discarded whetficr for a UPC/NPC 
violation, because of an exceeded buffer limit or (XP W 
threshold, the switch invokes its I-TPD scheme and discards 
all of the remaining cells of the same packet excq>t the EOP 



cell. It thus discards all the cells it receives over the virtual 
circuit identified in the first discarded cell until it receives 
the EOP cell. Assuming the queue has not reached its queue 
limit when the switch receives the EOP cell, the switch sets 
the priority of the EOP cell to high and passes it to the buffer 
This increases the probability that the packet boundaries will 
be retained through the succeeding switches in the virtual 
circuit 

The EPD and I-TPD schemes maximize the number of 
complete packets transmitted through the network by ensur- 
ing that network resources are utilized by the complete 
packets or by a minimum number of packet fragments. 
Using the EPD mechanism, the switch pre-empts packets 
that are most likely to be fragmented and saves room in its 
buffer to prevent the fragmenting of packets that have 
already been partially transmitted, while also i^eserving 
packet boundaries. Using the I-TPD mechanism, the switch 
nunimizcs the number of packet fragments that are o^s- 
mitted by ensuring that once a cell is discarded, for any 
reason, all of the remaining cells of the same packet, except 
the EOP cell, are also discarded. This is in contrast to known 
prior systems that essentially control discarding ccll-by-cell. 
and ignore packet boundaries. 



BRIEF DESCRIPnON OF THE DRAWINGS 

The above and further advantages of the invention may be 
better understood by referring to the following description in 
conjunction with the accompanying drawings, in which: 

FIG, 1 is a functional block diagram of a switch that is 
constructed in accordance widi the invention; 

FIG. 2 is an illustration of a cell; 

FIG. 3 is a flow chart of the operations of a switch that is 
performing an early packet discard; 

FIG. 4 is a flow chart of the operations of a switch that is 
performing tail packet discard; 

FIGS. 5A-5B together fma a flow chm of the operations 
of a switch diat is detennining UPC violations; 

no. 6 is a flow chart of the operations of a switch that is 
performing integrated tail packet discard; and 

FIG. 7 is a flow chart of the operations of a switch that is 
performing early and integrated tall packet discard 

DETAILED DESCRIFTION OF ILLUSTRATIVE 
EMBODIMENTS 

The system is described herein in terms of AAL5. The 
system may also be used with any other adaptation layer that 
includes in the headers of the associated cells a flag that the 
user can set to delineate packet, or as ^[)propriatc, message, 
boundaries. 

FIG. 1 depicts in simplified form a switch 10, which 
includes a plurality of input ports 12 ttjat receive information 
over a network (not shown) and a plurality of output ports 
16 that transmit inforroation over die network. A buffer 14. 
which is preferably dynamically allocated among the output 
ports, as needed retains the received information that is 
awaiting transmission. A controller 18 controls the opera- 
tions of the input and output ports 12 and 16, and the buffer 
14. 

The output poats 16 share the buffer's capacity, based on 
predetermined queue limits associated with the ports. The 
queue limits are based on, among other things, the type of 
connections associated with each of toe individual ports; the 
expected distribution of packet sizes to be transmitted by the 
pwt; tiie expected traffic distribution among the individual 
output ports; the expected duration of the congestion peri- 
ods; ttie expected proportlMi of incoming cells, during die 
congestion poiods, that belong to partially transmitted pack- 
ets; the Intcracdon of die ATM-level and transport-level flow 



12/08/2003, EAST version: 1.4.1 



5,764,641 



and congestioa control mechanisms; iand how much of the 
buffer is expected to be shared wife non-cariy/integratcd-tail 
packet discard traffic. 

Further, the user cff service provider must dctcmiinc a 
trade-ofif between a (statisticaUy) con^letc sharing of tfie 5 
buffer, in which one or a small number of ports could occiq>y 
the entire buffer, and the fairness of the sharing of the buffer, 
to ensure that each port has reserved to it a portion of the 
buffcr*s capacity. 

There arc four system-wide, configurable maximum lo 
buffer limits, L,, that coirespond to four dday service 
classes. If the total buffer capacity is 64 kilo-cells, for 
example, the output queue limits for each delay service 
class, Lj, are: 



15 



where i represents the services classes, i=l. 2, 3, 4; j 
represents the output porU, j=l, 2 ... n; and Qy is the queue 
occupancy of the service class i at output port j and Qy^L^. 20 
The default value of L, for each service dass is equal to the 
maximum buffa capacity, or 64k. 

An "over subscription" factor. OSF, which represents the 
trade off between sharing and fairness among the output 
ports, is defined as: 25 



An OPS of I represents minimum sharing and maximum ^ 
fairness, an OPS of n, where n is the total number of output 
ports, represents maximum sharing and miDlmum fairness, 
and any OPS between these two values represents a trade off 
between tiie maximum fairness and maximum sharing. 

The default value of a maximum queue limit for each port, 35 
i.e., for any j, is: 



J 



OSFX64K 



40 



If the characteristics of the port such as the physical 
medium to which the port is connected, and the delay/loss 
guarantees of the respective service classes are taken into 
consideration, the output port's queue limits for the various 
service classes may differ. However, the total of the queue *5 
limits for all of the ports must, for each service dass, be 
within ttie maximum buffer limit per dass, L^. 

Each time a cell is received, the controller 18 determines 
if the cell should be retained in the shared buffer 14 for 
further transmission, or if the cell should be discarded in 50 
accordance with an EPD/I-TPD scheme. The <^>eTations of 
the controllff 18 arc discussed in more detail below with 
reference to. FIGS. 3-5. 

Refeiring now to FIG. 2, before a packet 20 is transmitted 
over the n^ork over a virtual circuit that has been prcvi- 55 
ously established a source station (not shown) segments the 
packet into a plurality of fixed-length cells. Eadi cell 22 
includes a 5-byte header 24 and a 48-byte payload 26. The 
header 24 indudes a generic flow control field 28, a virtual 
paA identifier (VPI) field 30, a virtual circuit identifier 
(VCI) field 32. a payload type identifier (PTI) fidd 34. a 
1-bit ccU loss priority (CLP) field 36. and an S-bit header 
CRC 38. The PTI field indudes a multi-bit flag ttiat is 
reserved for user-specific information. In AAL5. this flag is 
a "status" flag fliat is set to a particular value, for exan^c, 
0x1 to represent a packet boundary, i.e.. the beginning or end 65 
of a packet The X may be cither a 0 or a 1 , and thus, the flags 
indicating packet boundaries arc either Oil or 001. In the 



prefcrTed_cmbodiment„this flag used to represent the last 

cell, or end, of the packet (EOP). f 

^ 'The source station sets the VPls and VCIs in the respec- 
tive fields 30 and 32 of each cell 22 to correspond to the 
route that the station has established for the packet It also 
sets the PTI status flags to appropriate values. It thus sets the 
status flag in the EOP cell to 0x1 and the flags in the other 
cells 0x0. As appropriate, the sution also sets the CLP bit to 
1 to indicate that the cells have low loss-priority, based on 
the application for which the cell is intended. The CLP bit 
set to 1 indicates that the cdl.niay be, readily discarded to 
avwd congestioD,_and a^&P bit that* is instead set to QJ 
indicates tiiai the cell^should be rctainedp'if possible. For 
exaiE^le. the station sets the OJP bits to i in the cells that 
contain incidental information that is not specifically 
required by the end systcmu such as the fine tuning infor- 
mation for a video transmission. By default the CXP bits arc 

set to 0. . . 1 

The CLP bit 36 may be reset by switches along the virtual 
circuit, as appropriate, to correspond to a change in priority. 
The resetting of ttic CLP bit is discussed below with 
reference to FIG. 4. 

A. Early Packet Discard (EPD) 

Rcfemng now to RGS. 1-3, when the switch 10 recdves 
a cell 22 (step 100), the controller 18 determines if the cell 
should be retained or discarded using an early packet discard 
(EPD) mechanism. The controller 18 first determines if the 
cell is an end-of-packet (EOP) ceU, based on the state of the 
status flag in the cell's FTI fidd 32 (step 101). If the status 
flag is 0x1, which indicates that the cell is tiie EOP cell, the 
controller, as necessary, resets ttie CLP bit in the header to 
0, and passes the cell to the buffer 16 (steps 102-104). By 
setting the CLP bit to 0, the controUer increases the likeli- 
hood that the EOP cell will be transmitted through the 
remaining switches on the virtual circuit and thus, tiiat the 
packet boundaries will be maintained throughout the trans- 
mission. 

After the EOP cell, the controller receives next over the 
same virtual circuit ae first cell of the next packet (steps 
108-109). To determine if this cell should be passed to the 
buffer or discarded, the controller compares the length of the 
assodated output port's queue of retained cells with a user 
or sy5tcm-con:^uted EPD buffer threshold (step. 110). The 
default setting of the EPD threshold may be. for example, 
50% of the assodated queue limit 

The EPD buffer threshold is a percentage of the associated 
queue limit. It may be based on a per service dass per port 
queue limit Qii or it may be based on a per connection queue 
limit or both. If it is based on botii, the controUar first 
determines if the queue exceeds the for that port and the 
appropriate service class. If so, the controller determines if 
the number of stored ceUs associated with the particular 
virtual connection exceeds an associated connection thresh- 
old. If not, the controller retains the cell. Otiierwisc, the 
controllex discards tiie cdl and sets tiie EPD flag (step 114). 

If the queue length exceeds the EPD buffer threshold, the 
controllex 18 discards the cell, since the controUer cannot 
ensure that it will have available suffidcnt buffer space to 
hold the remaining cells o[ the packet as they arrive. The 
controller tiius pre-empts what is expected to be a frag- 
mented packet. The controller then sets an EPD flag that is 
assodated with the virtual circuit identified in the cell {steps 

111-112). „ . 

Thereafter, tiie controller discards all of the received cdls j 
assodated witti the same packet until it recdves the EOPcdl 
(steps 101 and 114-117). The controUer tiius discards each 
received cdl that contains tiie same VCT and VPI as the 
discarded beginning-of-packet ceU and a FTI status flag set 
to 0x0, regardless of whether or not tiie associated queue 
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length faUs below the EPD threshold. Accordingly, if the If the actual tiiM of arrival is less 

svAtch did not yet receive an EOP ccU. it treats the next ceU the ceU amves before it is expeaed, and thus, before buffer 

as part of the previous packet The oontroUer checks the state space is theoreticaUy available for the cell, tfie switeh nc^ 

of the associated EPD flag (step 114). If the flag is set the determines if the time of arrival is within a limit 1 of the 

controUer discards the ccU (step U2), Otherwise, the con- ^ TAT, where 1 defines the ceU delay variation tolerance, and 

troUer retains the cell in the buffer (step 116). This assumes thus, an upper limit on cell "dumping." If the time of arrival 

that, as expected, the output port queue has not reached its of the cell is within I of the TAT, the cell is conforming and 

queue limit, as discussed below with reference to FIG. 7, the switch increments the TAT by i (steps 304-306). 

As soon as the controller receives the EOP cclL which has Ctoerwise. the cell is non-conforming and the TAT is not 

ftc Fn status flag set to 0x1. it ends its EPD operation and incremented (step 307-308). To determine if a next cell is in 

resets the EPD flag (steps 101-107). The controller then lO violation of the UPCs. the switch compares the time of 

checks the CLP bit in the EOP cell to ensure that the bit is arrival of the cell with the TAT, incremented or not as 

set to 0 and. as necessary, it resets the bit (step 103). The apiKoiaiate (step 309). 

EOP cell is thus ensured a high priwity. whidi means that cootroUcr 18 discards, retains or tags the non- 

the ceU has a greater diancc <>f P?^^«^gj J^^^^^"*-] conforming ccU in accordance with instructions from the 

>g switches m the virtual onnatpecontroUerA^ network sffvice provider or the user^s connection set-up 

the ceU in its buffa.issummg J^c^ WP^«^^^^^^ ^^asnot ^^^^^"^^ ^^.^ ^^^^^ or request requires that the 

^reached its limit, as discussed below widi reference to RG. ^^^^^ ^ ^^^^ 

7- , ... the cells as if they were conforming cells (steps 317-318). 

The controUci, using EPD. thus prevents a newly ^vmg ^^^^ request provides that nonconfcroiing 

packet from taking up space in the buffer that may instead ^ discarded, the switch discards the ceU and invokes 

be used to hold the cells of packets that have already been 3U-313). The switch thus sets the TPD flag 

partially transmitted through the switch. At the saine tune it associated with the virtual circuit thai is identified in the 

maintains packet boundaries so that succeeding cells discarded ccU and thereafter discards all die remaining cells 

received over the same virtual circuit can be correcUy ^ ^ discussed in more 

assigned to the appropriate packets at the dcstinauonstauoa ^ reference to FIG- 7. This assumes that 

B. Tail Packet Discard (TPD) I-TPD, which is a user-selected option, is actually selected 

„ ^ . , ™c 1 -y A ^flnh Hmi. tfie for the conncction. which is tTUC by dcfault HowcvcT. a uscr 

Refemng now to FIGS. 1,2 and 4, «^J^ ^ ^ connection set-up request specify that the I-TPD 

controUer 18 discards a cell, because of a usag^^- ^^^opcrativc for a particuS connirtioi. Hie foUowing 

P""^' ^ ."^ ^ r^^S^lii^ STscu^stoT^sumes th^S I-TPD is selected 

me bur ^^^.^^^^P*^^ . ^pt >ind a m stains cell, and then treats the ceU as a conformmg cca If the 

I resets the TPD flag aad retains the EOP ceU in the buffa fdb of the packet arc discarded until the EOP cell is 

14. assuming toat the output port queue has not reached its received. . ^ in 

toit Abo the CLP bft in fte EOP ceU is set to 1. the Refemng now to FIG. 6, if the swiob is opcrahng m 
SSLuS ;«e« Uiebft to 0. to increase (he likelihood that « CLP-sdedive discard mode, and 

fte cdl wiU be transmitted through the remaining switches the contioU« comp«res the assocuit^ ^'^'J^T^ 

to thecal circuit (steps 206-210). It is unlikdy that the length with a low<XP buffer threshold (s^ 1 ^ 

SiJut^S queue will hLe readied its limit, and ftus. that the ftrcshold is exceeded, the conttoU« 

rtTe EOP ceU must be discarded (step 212). since the con- priority ceU and sets the associated TPD flag so tfiat aU of the 

euidcUnes or the user's contract with the network service and 4»6). ^, . -„ ^.^i, „ 

S^vW« Depending on the tarns of the contract, the service 50 TPD mcAanlsm dUcaids from Uje neWork asmany 

«ov to mar«qu^ the switches to (i) charge a premium of the cells of a fragmented, or <^^: P»dcet P^f 1« 

for *e^iSl.TU and transmit thcin. (il) "tag" the cells whUe «iU 

and transmit them. (Ui) delay die ceUs and transmit *em. or saves buffer space for ttie cells of non-fragmenwd packets 

a^^M Z auT and also fot the EOP cells. In contrast, known pnor systems 

(IV) ducaro '^^^^^ iiPTTNPC violation is do not considff packet boundaries when p«rformIng UPa 
rSt^S^rS'o? ^^XT^ul « NPC - OJP-sel^e discarding, and thus, produce frag- 

toe of S Cr/ff). which is the expected time of airival pcrfonns both EPD and l-TPD are discussed. When 

T^A n^^ul^ aUocated bandwld*^ If the actual time switch receives a ccU. the switch controUer detenulnes If the 

after ft is eipecSdTthe controUer deteimines that the ceU is how to pohce the volatton (step »1). If fte 

noTinviolatEthe UPCs and the ceU is detennined to be discards the ceU. the f^'^^'^^^^^^^^^^^J^^''^, 

"^^nfnrmino " «ias 301-302) The TAT is then set to die S15-S16). If the ceil is not yet discarded, the controUer next 

a^lT^^of S/ir?rSnS ly4. Xe i is an determines if the queue length associat.4 widi the output 
J^!oaaJ?^ammrter that is related to the peak or sustainable 65 port to which the ceU is directed has reached the assoaated 

«K^LT^attlwiththealloca,Sbandwidth(step queue limits, whid. include a per ser^oce c^^s qu«.e hmit 

wu nuc HI . ^ ^ service class per port queue hmit Is 
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so. the coDtroUer sets the IPD flag and discards the cell 
(steps 502 and 515-516). If the ceU is not discarded and the 
switch is cpcrating in CLP-sclcctive discarding mode, the 
controller determines if the ceU has a low priority and should 
be discarded (step 503). If so. the controUer sets the TPD flag 5 
and discards the cell (steps 515-516). 

The controller next determines if the cell is a packet 
txHindary cell (step 504). If the cell is an BOP cell, the 
controller resets the EPD/TPD flags, sets ttie CLP bit to 0 
and retains the ceU in the buffer (steps 509-^511 and 507). If lo 
the cell is a beginning-of-packet cell, the controller deter- 
mines if the associated output pwt queue exceeds the EPD 
buffer threshold which may, as discussed above, be based on 
the associated service class queue limit or the associated 
connection queue limit, or both. If the approfmate tfureshold 
is exceeded, the controUer sets the EPD flag to 1 and 
discards the ceU (steps 512-514). Otherwise, the controUer 
retains the cell (steps 512 and 507). 

The controller repeats these operations for every received 
ccU. Some of the switches may perform some but not ^ 
die operations described above. For example, some switches 
may not police UPC/NPC violations. These switdics then 
start their operations at step 502. The switches may also use 
a single packet discard flag that they set whenever EPD or 
I-TPD is invoked. 

In summary, the early/integrated tail packet discard 
scheme controls cell discarding based on the packet bound- 
aries associated with the cells. This results in the transmis- 
sion of a maximum number of complete packets and a 
minimum number of packet fragments. In contrast, known 
prior systems control most of their cell discarding on a ^ 
cell-by-cell basis that ignores packet boundaries. These 
systems thus include in their transmissions a relatively large 
number of packet fragments, which arc generally useless to 
the destination station and take up network and switch 
resources that could otherwise be used for complete, or 35 
good, packets. 

The EPD and I-TPD may be used with AAL by using 
packet or message boundary infonnation that is included in 
die cell payload. rather than in the cell header. 

A user may also select an extended EPDA-TPD, in which 40 
successive packets transmitted over the same virtual con- 
nection and in the same **transmission window" are dis- 
carded once one of the packets in the window is discarded 
This extended EPD/I-TPD is generally used with systems 
that utilize conventional **go-back-N^ error recovery, in 45 
which the later packets must be retransmitted even if they 
arrive at the destination station intact 
What is claimed is: 

1. A method of operating a switch lo discard or retain cells 
received over a network operating in asynchronous transfer ^ 
mode, the method including the steps of: 

A. determining if a received cell is an cnd-of-packet cell, 
and if so, retaining the cell and associating with the cell 
a high fwiority; 

B. determining if the received cell is the beginning of a 53 
packet, and if so, determining if a queue of received 
packets that is associated with an <Mtput pott to which 
the cell is directed exceeds an eariy packet discard 
threshold. 

C. if the early packet discard threshold is exceeded « 
discarding the received beginning-of-packet cell and 
setting an early packet discard flag associated with a 
virtual circuit identified in the cell, and otherwise 
retaining the cell; 

D. if the cell is not a bcginning-of-packet cell or an 65 
end-of-packet cell, determining if the early packrt 
discard flag associated with the virtual circuit identified 



in the cell is set, and if the flag is set discarding the cell 
or if the flag is not set retaining the cell; and 
E repeating steps A-D for each cell. 

2. The method of claim 1 further including: 
a first step of 

L. determining if the ccU is in violation of a usage or 
network parameter control, and if so. discarding the 
cell and setting the associated tail packet discard 
flag; and 

in the step of discarding or retaining the cell that is not a 
beginning-of-packet cell a: an end-of-packet cell, further 

including . 
M. determining if die tail packet discard flag associated 
with the virtual circuit identified in the cell is set and 
if so discarding each received cell that is not an end 
of packet cell. 

3. The method of claim 2 further including, before die step 
of determining if die cell is an end-of-packet cell, die steps 
of: 

N. determining if the received cell has a low cell loss 
priority, and if so, comparing the length o£ the queue of 
received cdls associated with the output port to a 
predetennined low-priority buffer threshold; 
Q. discarding the received cell if the threshold is 
exceeded, and setting the associated tail packrt discard 
flag. 

4. The method of claim 1 wherein the early packet discard 
threshold is a percentage of an associated service class per 
port queue limit. 

5. The method of claim 1 wherein the eariy packet discard 
threshold is a percentage of an associated per connection 
queue limit . ,^ . 

6. The method of claim 4 wherein if the threshold based 
on the service class queue limit is exceeded, an associated 
threshold based on a per connection queue limit is checked, 

7. A method of operating a switch to discard or retain cells 
received over a network operating in asynchronous transfer 
mode, die method including the steps of: 

A. determining if a received ceU violates usage or network 
parameter controls, and if so discarding die ccU and 
setting a tail packet discard flag; 

B. if die tail packet discard flag is not set. deterniining if 
a queue of retained cells, ttiat is associated with an 
ou^ut port that is part of the virtual circuit identified in 
the cell, exceeds an associated queue limit and if the 
limit is exceeded, discarding the cell and setting the 
associated tail packet discard flag; 

C. determining, if the switch is operating in a CLP- 
selective discard mode and the ceU has a low priority, 
and if so. comparing die length of the output port queue 
witfi a predetermined low-CLP Oireshold and discard- 
ing die cell and setting die associated tail packet discard 
flag if the threshold is exceeded; 

D. determining if the cell is an end-of-packet ceU, and if 
so associating with die cell a high priority, rrtaining die 
ceU and re-setting, as necessary, die associated tail 
packet discard flag; 

E. if die cell is not an end-of-packet cell, determining if 
die associated tail packet discard flag is set, and if so 
discarding the cell; and 

F. retaining die cell if die ccU is not discard in steps A-*. 
8. The meUiod of claim 7. further including die steps of: 

G. determining if the cell is a beginning-of-packet cell, 
and if so, determining if die queue associated widi the 
output port exceeds an early packet discard buffer 
threshold; 
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H. if the early packet discard threshold is exceeded. vlL (XP-selecdvc discarding mcaos for dctcnniiung if a 

discarding the cell and setting an associated early received cell has associated with it a low priority, and 

packet discard flag; if so. detenniniog if the associated queue has reached 

L if the early packet discard flag is set, discarding each of a low-CLP threshold, discarding the ocU if the queue 

the cells associated with the same virtual circuit until 5 has reached Oie threshold, and if the cell has a high 

the end-of-packct cell is received; priority, setting the priority of the cell to low and 

J. when the end-of-packet cell is received, resetting ttie retaining the cell said means directing the tail packet 

associated early packet discard flag, associating a high discard means to invoke tail packet discarding if the 

priority with the cell and retaining the cell. cell is discarded. 

9. The method of claim.8. wherein the tail packet discard ^° 14. The switch of claim 13. wherein the controller further 
flag and the early packet discard flag are the same flag. includes 

10. The method of cUim 7 wherein the step of detcimin- ^ packet discard means, said means determin- 
ing if the assodated output port queue is exceeded further iiig if a cell is a l)eginning-af-packet cell and if so, 
includes determining if an associated threshold based on a dctcnnining if the queue associated with the output port 
^^^e^meS^^^^^^ <i"- ^ is^^^^c.^^ an early 
if a second threshold based on a service class ^ poet queue packet discard threshold, said means disoirdmg the cell 
limit is exceeded and invoking early packet discardmg if the apfa-opnate 

12. A switch for discaiding or retaining for further trans- . threshold is exceeded, wherein said means discards all 
mission cells received over a network operating in asyn- 20 received cells that are assodated with the same packet 
chronous transfer mode, the cells being associated with a as the cell that caused the invocation of the early packet 
placket that includes a plurality of cells, the switdi induding: discarding, except an end-of-packet cell, said means 

A. plurality of input ports for receiving cells over the revoking the early packet discarding if the end-of- 
network; packet cell is retained. 

B. a plurality of ou^ut ports for transmitting cells over the 25 15. xhc switch of claim 14. wherein the buffer is shared 
network; among the output ports, and the buffer locations are dynami- 

C. a buffer with a plurality of locations for retaining in cally aUocated to tiie output p«ts. 

each of the locations a cdl for transmission by one ot 16. Hie switdj of daim 15, wherein (he early packet 

more of the output ports; discar<i threshold assodated with a particular ou^ut port is 

D. aco„.oU«rfor«,B.romng*cportsandchcb«ffcr.*c « '^^Zc^^^'is'lT^ the queue limits 

controller inciuaiBg associated with the output ports vary by delay service class. 

1. means for assocBUng with each output port ooe « ^JJ^ wherein the controller deter- 

j^ore queue bn>^ Aat set maximim num^^ J" Tt^e «^ved ceU is the end-of-packet ceU by 

buffer locations that may be aUo«ted to reu^ned Ae state of a status flag in the ceU head*. 

ceUs that are awaiting . ,9. THe Litch of claim 14. whdcin the CLP and eaiiy 

li. means for deterauning. when a cell IS received, if the , , a ^ ia « tK» 

cell violates assodat^ usage or network control ^« ^esholds arc percentages of the queue 

parametm. and if so. dis«rding the cdl; ; ^ 

iii. means ford^teimuung if die queuerfrrtamed cells ^ ^^^J^shold is a percentage of a service class p^ port 

associated with the ouq)ut port to which the cell is ui*wuu uutssnviu a r 

cLrect^has«^d|edtheappUcablequeu^ ^^^^ ^ ^^^^ ^^^^^ ^ 

^cfl^ n;c^s for. when a ceU is discard d^shold ^a percentage of an as^ted per 

discarded. Invoking tail packet disc^ding said S^claim 20. wherdn the early padcet 

means discardmg aU the received cdls that are threshold further indudcs a second threshold based on a per 

associated with the same packet as the ocU that connection queue limit the early packet discard means 

caused the invocation of the tail packet discarding, determining if the second threshold is exceeded after it 

except an associated end^f-packet cdl; determines that the first threshold is exceeded. 

V. end-of-packct means for dctcnnining if the received ^ 23, The switch of claim 12 wherdn the tail packet discard 

cell Is an end-of-packet cell, said means associating means discards successive packets in a transmission window 

a high priority with the end-of-pack^ cell and retain- QQ^e tail packet discarding is invoked for one of the packets 

ing the cell, said means directing the tail packet jj, the window. 

discard means to revoke die tail packet discarding 24. The switch of daim 14 wherein the early packet 

when the end-of-packet ceil is retained; and jj discard means discards successive packets in a transmission 
vi. means for retaining in the buffer the cells that have window once early packet discarding is invoked for one of 

not been discarded, the packets in the window. 

13. The switch of claim 12. wherein the controller further 

indudes ♦ ♦ ♦ ♦ ♦ 
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